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CHAPTER 1

The IceWarp SSL Certificate Process

Icewarp is well aware of the complexities that SSL certificate generation and installation provide to administrators and
because of this we created this guide to walk you through creating your CSR, choosing the proper IceWarp SSL certificate, and
finally installing the signed certificate. All of this can be done without doing most of the necessary steps required by most
other vendor's, no merging of intermediate certificates, or worrying whether or not you have the proper root certificate. The
guess work is done for you so the whole process is as clear and simple as possible.
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The IceWarp SSL Certificate Process

Choosing the Proper Certificate Type

Before generating your CSR you will want to decide what type of certificate suits your specific needs. You will have the option
from the following certificate types:

Personal Identification (ID) — This certificate is for personal use and will allow the individual to encrypt their email
with any recipient that has the public certificate given by the sender. In order to send encrypted mail the recipient of
the message must have the sender's certificate installed so the message can be decrypted.

Domain Validation (DV) — This is the standard SSL certificate used and will allow a company to secure communication
for a domain. There are additional options for this type of certificate so a single domain can be secured or a wild card
certificate can be issued to provide all sub domains under the primary domain coverage.

* Single — This option will create a certificate for a single domain, eg. Mail.domain.com or domain.com. When
choosing this certificate you must know the exact domain name you wish to apply this certificate to. If your
hostname is mail.domain.com and the certificate is issued for this domain but you access webmail using
“webmail.domain.com” then this would not be covered by the certificate.

* Wildcard — The wildcard certificate will allow you to cover all sub domains relating to the primary domain. For
example, if you have domain.com as your primary domain and also want to have mail.domain.com and
webmail.domain.com covered under one certificate then choosing a wildcard is the best route.

Organizational Validation (OV) — The organizational certificates go a step further in verifying the identity of the
company purchasing the certificate and therefore instead of only showing the domain name on the certificate it will
also show the company name in the site seal providing an extra level of security and comfort for the visitors. The
same as the Domain Validation certificates there are two options for a single cert and a wildcard certificate, these act
in the same manner as described above. This type of certificate requires a higher level of vetting than the domain
validation certificate.

Extended Validation (EV) — Extended validation certificates increase the vetting required and thus provide the
ultimate level of security to visitors of your site as they will see the “Green Site Seal” and know it is a trust worthy site.
The vetting process is much more intense and because of this an EV certificate can only be issued for a maximum
term of two years before the certificate is revoked and the process starts again. Below is what you will see in your
browser when navigating to an EV protected site.

-
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Creating your CSR (Certificate Signing Request)

Creating your CSR (Certificate Signing

Request)

In order to generate your SSL certificate to protect your data and communicate securely you first need to generate the CSR.

The certificate will be generated based on the information outlined in the CSR. It is very important you ensure the data listed

in the CSR is valid and correct so you will have no problems when applying your certificate.

The CSR can be generated using the IceWarp Unified Communications Server with the directions below.

= You first must open the Administration Console directly on the server and navigate to the [Tools, Certificates, Server

Certificates] tab.

File Bookmarks Options

Accounts

Help

J o

—___-HQ|°3 @ b

CER

Search: I

& Certificates

Services
- @) Connection
B Logging
= IJJ\‘ Toals
System Backup
H Service Watchdog
- ] System Monitar
-4 Tasks & Events
- &2 Remote Watchdog
- ) 551 Tunnel
g Server Migration
- L Databaze Migratio
- e SOL Manager,
- L) Storage

ﬁ Certificates
- 2% Advanced
B ol Mail

- g General
- | Security

- Filters

- B8 Aichive

- & ETRN Download
- (g WebClient
B @ Anti-Spam
cﬁ Antiinz

wieh
FTP

[} Gl Groupware

51 General

4y Public Folders
() ActiveSync
() SynchL

Co WebDay

= Server Certficates | C4 Certificates | Secure Destinationsl

IP Address | Certificate

| |zsuer

| E xpiration | Subject

[ Bits

[ Fir

[N

L:J [Default] cert.pem

%

add.. || Edi. || Dok |

|

Set Mew Default Certificate. .. ||

AC=Cv/ST=Cyprus/...

2M2-09-..  /C=Cv/ST=Cyprus/...

1024

Create CSR / Server Certificate...

=

= Once here you will also see the [Create CSR/Server Certificate] button, press this.

= The certificate creation window will open. You will need to have the required information in order to generate the
CSR properly. Each field is explained further below and whether it is a required field.
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Create CSR / Server Cettificate ] I
~Infarmnatior
Bits: IW
Certificate validity [Dayz]: 365
Country [Eg. 5] I—
State [Eg. Californal: |~m
Ciby: I"»-\-"ashingtu:un D.C.
Crganization: Ilcewarp, inc
Crganization unit: IUS Office
Ernail: Iadmin@dumain.cum
Common name [FADOM]; Imail.-:lu:umain.u:u:-m
[~ Create Certificate Signature Request [C5R)
ITI Cancel

Bits (Required) — What level of encryption will be used for this certificate
Certificate Validity (Required) — How long the certificate will be valid

Country (Optional) — Use the two letter country code where the office resides
State (Optional) — The two letter state code where the company is located
City (Optional) — The city where the company is located

Organization (Optional) — The company name

Organizational Unit (Optional) — If you have multiple offices it can be good to specify the business unit to keep track
of the certificates.

Email (Optional) — Normally this is the administrative contact of the company

Common Name (Required) — You need to enter the domain name you are wanting to the certificate generated for. If
you want to have all services that use the hostname of mail.domain.com covered for SSL then make sure the Common
Name is mail.domain.com, if only specifying domain.com then “mail” would not work unless the certificate is a
wildcard. If you wish to create a wildcard certificate then use the format of *.domain.com as the common name.

Lastly you will need to place a check in the box labeled “Create Certificate Signature Request” (CSR). Once you check
this box and click “OK” the CSR will be created and you will be prompted to save this to a location of your choosing.



Creating your CSR (Certificate Signing Request) 5

& Certificates

Server Certificates | Ca, Eertificatesl SecuUE Destinatiu:unsl

IP Address | Farkificata =Y | I I Eoriratioe | Siikicrt | B
l [Drefault] 10
Save in; I- Desktop j @ E = |
e
Libraries Administrator
I — || Svstem Folder & System Folder
'!. '_" Computer Tetwork,
L= Syshem Folder | Swstem Folder
File narne: ﬂ Save I
Save as type: II:SFE Files [*.csr) ﬂ Cancel |
A
[ ]
Ok I Cancel |
Add.. Edit... [elete Set Mew Default Certificate. .. || Create C5R £ Server Certificate. .
= Now that you have saved your certificate you will see the CSR entered under your [Certificates, Server Certificates]
tab.
ﬁ Certificates
Server Certficates | CA Celtificatesl Secure Destinatiansl
IP Address | Certificate | CM | lzzuer | E xpiration | Subject | Bitz | F
ﬁ [C5R] mail. domain.com lcetwarp, .. mail. domain.com JC=US/ST=AM=5.. JC=USAST=vAAL=5.. 2048
ﬂ [Default] cert.pem * JC=CYST=Cypruzd... 20024058, AC=CY/ST=Cyprusd.. 1024 E
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Purchasing your IceWarp SSL Certificate

Now that you have the CSR you are ready to start the purchase process of the certificate. You will want to first decide on
what type of SSL certificate is right for you. Once you enter the purchase screen you will see the different choices you have.
We will explain the differences of each certificate so you know which suits your needs best.

Personal 1D
= SIMIME Cerificate
Domain Validation

- Single
- Wildcard

Organization Validation

= (@ 3ingle
- Wildcard

Extended Validation
= Single

Years 1
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Purchasing your IceWarp SSL Certificate
— Continued

Step 1: Now that you have decided what type of certificate you wish to purchase you can proceed with the order. Once you
choose the certificate option you can then choose the life cycle of the certificate. Any DV or OV certificate has a maximum
life cycle of five years while a EV certificate has two years and a personal certificate only one year.

With this chosen you can press [Next] to move on to the next stage of the order.

You must generate a Certificate Signing Request (CSR) on your webserver. When you have created your CSR you may continue with the enrollment.
MOTE: Please ensure thatthe Common Mame (CM) in your CSR is ONE ofthe following:

= Your Fully Qualified Domain Name (e.g. "secure.yourdoemain.com”)
« The Full Server Name of your internal server (e.g. "techserver”)
= Our Private IP address (e.g. "192.168.0.17)

After you have generated a CSR using your server software copy and paste the CSR text using an ASCI text editor into the CSR box below. Your CSR should
look something like this:

-——-BEGIN CERTIFICATE REQUEST—

MIDUDCCArkCAQAWITEWMBAGA 1UEAXMNDG Y zd CS0ZXNOLmMNVETESMBAGATUECxM]
TWFya2\V0aWsnMREwDw Y DV QQKE whUZXNOESyZzESMBAGATUEBXMIVGY zdCBDaxXR5
Rg+blLr5XSiQdzyF1pLgP1MckSVe1eCz0R/0ekGSRnoTow4TVyxAFE SozDawTe
GisfZw4WVLTHWEIGVIZKDi+SERF A8V Y TOCTRIPNkGEB/uV

——END CERTIFICATE REQUEST—

Selectyour CSR Browse_

r Back 1 r Next 1

You will need to upload the CSR file created earlier to proceed. If you have not yet generated the CSR please refer back to the
beginning of the document for those directions.

Step 2: After uploading the certificate file you will be asked to pick the email address to send the certificate correspondence
to. It will pull the “WHOIS” contact and also display any alternative addresses. The account you choose must be live and able
to receive mail in order to process the certificate.

Argrremies rored wbdrrmaes bo P WINON Y
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Step 3: Once proceeding to step 3 you will enter the company and contact information. You will be required to enter a
challenge password to retrieve the certificate once it has been generated. Be sure to write this password down as you will
not be able to collect the certificate without this challenge password.

If you have obtained a discount
code you may apply it here

Enter License Holder Information

Licensed To Organization o

Business Type Software Development -
Qrganization Domain Inc.

Web Site mail. domain.com

E-mail admini@icewarp.com

First Mame Admin

Middle Mame

LastMame lcewarp
Phone 342-563-7830
Address 1 123 address rd
Address 2

Address 3

City city

ZIP 22341

Step 4: This will be a summary view so you can verify all of the specified information and the cost of the certificate being
purchased. Ensure all of this is correct before proceeding with placing the order.

Step 5: You will see confirmation of the order being placed. If you chose to pay by check then the details for this will be
outlined here as well.

You will now receive the purchase confirmation emails and validation email that will require you to use the validation code
inside the email and go to the website specified to validate the certificate; this will need to be done before the certificate can
be processed. Once the certificate is generated and ready for collection you will receive a final email with the directions for
downloading the certificate. We will now proceed to installing the certificate after you have collected it.
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Collecting and Installing Your Certificate

Once you have received the confirmation email telling you the certificate is ready you can download the certificate. You will
be prompted to enter your challenge password that you set during the ordering process.

Enter your challenge password |

r Submit Query 1

After you have entered the proper challenge password you can download the certificate and begin the installation process.

IceWarp has made the installation process for the certificate very user friendly and automated so there will no longer be any
merging or combining of certificates to create a .pem file. This will be done for you using the following directions.

= Connect to the server and open the administration console then navigate to the [Certificates, Server Certificates] tab.

.ﬁ Cerificates

Server Certificates | C2 Certificates I Secure Destinations I

IF Address | Certificate I CH | lzzuer | E «piration | Subject I Bits | F
ﬁ:j [CSR] Acewarpdemo.com lcewar...  “icewarpdemo.com AC=U5/5T=vn =5 . AC=US/ST=a =5 2048
£| [CSR] mail.icewarpdemo.com lee...  mailicewarpdemo.com /C=US/ST=va/=5. . fC=US/ST=a /=5, 2048
I;:I [Default] cert.pem " AC=Cv/ST=Cyprusd..  2012-09-.. JC=CY/ST=Cyprusz/.. 1024 E

=  You will see the entry for the CSR you created earlier. Double Click this CSR entry and you will be prompted to upload
the signed certificate file with a .crt extension.
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& Certificates

Server Cerlificates | Ca Cerlificates | Secure Destinatiu:unsl

IP Addriess [ (=Y | Tnier [ Eomitizs || Godsierm |
ﬁl [CSR) Import signed certificate from CA o
A
& [csR] . 5.
(& [Defaul] - e®c ‘..

. | Libraries Adrministrator

_IJ System Folder % System Folder

Ui

i _'I Cormputer Tebwiork

Lo Sywskem Folder Syskem Folder

File name: I j Open
[

Files of bype: [CERT Files [“.ctt

Cancel

|
=N

The server will now automatically combine the private key with the signed certificate and add the certificate entry
into the server.

@ Certificates

Server Certificates | CA Certificates | Secure Destinations |

B Certificate created successfully and stored under
' configf_certsfprivatef folder,
Do waou wank ko use it as the default certificate?

Yes Mo Cancel

If you wish for the certificate to be the default certificate for the server you can choose this after the import. You will now

see the CSR entry removed if choosing for the certificate to be default you will now see the cert.pem default entry updated
with your newly imported certificate.

IP Address | Certificate | CH | |zzuEr | Expiration | Subject | Bits

ﬂ [C5R] Jcewarpdemo.com lcewar...  "icewarpdemo.com AC=US/5T=a/ =5 fC=US/5T=va/ =5 2048
ﬁ [C5R] mail icewarpdemo.com lce.. mailicewarpdemoocam AC=U5/5T=A0 =5 SC=U5/5T=a/l=5. 2043
ﬁ [Default] cert.pem " SC=CY/ST=Cypruz/...  20012-09-.. /C=CY/ST=Cyprus/... 1024
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ﬁ Certificates

Server Certificates | Ca Eertificatesl Secure Destinatiansl

IP Address | Certificate | CH | lzzuer | E xpiration | Subject | Bits | F
L:.I [C5R] mail. domain.com lcevfarp, .. mail.domain, com SC=USAST=AMLSS AC=US/ST=val=5. 2048
ﬂ [Drefault] cert. pem * JC=CY/ST=Cyprusd...  20012-09-.. /C=Cv/ST=Cypruz/.. 1024 E

To finish the installation process and apply the certificate to all services you will want to restart the IceWarp services. Once
they restart you will be able to utilize the SSL ports for each service depending on the type of certificate generated and the
common name used.
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Installing Personal Certificates

The installation of the personal certificate is only a few steps and we will go over these here.

= By this point you should have already received the email alerting you that your certificate is ready to be installed.
Once you click on the hyperlink you will be redirected to a secure page and told to enter your challenge password.

Iceliiarp

Purchase Processing

Language Engligh - Home Account

Enter your challenge password

Submit Query

= The certificate will now be automatically installed into the browser you are using.

lcel/Var,

hase Procassing

Language Engish . R P

Ingtalling centificate

Alert [

| Yourpersonal certificate has been installed. You should keep 2 backup copy of this certificate.

=  The certificate now needs to be retrieved from the browser so you can then import this into other email clients,
webmail, etc. This will differ depending on the browser being used. We will demonstrate how to retrieve these
certificates in Mozilla Firefox 3.x and Internet Explorer 8.
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Mozilla Firefox 3.x

= Open Firefox and go to [Tools, Options]

Tools | Help

Web Search Ctrl+K
Downloads Ctrl+1
Add-ons

Java Console

Firebug r
Error Console Ctrl+5Shift+)
Page [nfo

Clear Private Data... Ctrl+5hift+Del

Options...
Up [
= Now move to the [Advanced] tab. Here you will see the option “View Certificates”, click this.
" —T
Dpliany &
' =g w .=' n
Main Tabs Content  Applications  Pracy  Secunity | Advanced

Garsaral | Nitusoik | Upelata | Encrypticn

Profocols

4 Liss S5 3.0 7| Usa TLS L0

Certificates
When a serser requests my penonsl cerdificate:

Safect cnp autcenatically @ Ak mes mery Bime

View Certrficates Revocation Lists Walidation Secunity Devices

T Cancal Halp

=  You will now be in the certificate manager for the browser. You will then want to look for the certificate with the
name of “Icewarp Limited” and then highlight this. When the certificate entry is highlighted you will see the option
now to “Backup”, press this.
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[ @ Certificate Manager | = B ]

¥ur Certificates | People | Servers | Authorities | Others
fiou hee cerificates from these organizations that identify you:

Ceitilicabe Nams Sacuiity Da... Serial Hurnber Expiras Om =

alcediarp Lmited
Software Se.. 0S0LIBCRALTASC.,. 0292001

wew.. | | Backup. | [Bacgupail. | | Jmpest. | | Delete

You will now be asked to save the certificate, choose the destination you wish to store the certificate. It will save the
certificate in the PKCS12 format so please leave it set to this.

Once you choose to save the certificate you will be prompted to create a password for this backup file. You must
specify a password in order to save the file and then use it later when importing into email clients.

=R B

@ Certificate Manager

- SIS, - F S P—
e ——

Choose a Certificate Backup Password “

The certificate backup password you set here protects the backup file that you are about to create. You

must set thas password 10 proceed with the backup.

Centfficate backup password: P
Certificate backup password (agen):  oeeedf

Important: I you forget your certificate backup pessword, you will not be able to restore this backup
leter, Please record it in a safe location.

Passweord quality mter

E——
Lok || concet |

Mﬂ

|
"l

If everything is correct you will then see the message telling you that the certificate and the private keys have been

exported.

L Y
Alert -— . = ===

1. Successfully backed up your security certificate(s) and private key(s).

oK

b e

You are now complete with the process using Mozilla and can now use this certificate on most email clients and the

Icewarp Webclient.
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Internet Explorer 8

=  Open up Internet Explorer and go to [Tools, Internet Options]

E =~ (Y #h ~ Pogev S:fety-[!oohle
a

t

=  Now move to the [Content] tab and click on the [Certificates] option.

= You should now see the certificate issued to you by “Icewarp.com (Icewarp SMIME Certification Authority)”. Once
you highlight this you then choose to “Export” the certificate.

!

|

Reopen Last Browsing Seszon

Pop-up Blocker .
Manage Add-ons

Work Offine
Compatibdity View
Compatibdity View Settings

Full Screen 11
Toolbars L4
Explorer Bars »
Developer Tools Fl12
Suggested Sites

Send to Blustocth Device...
Send to OneNcte
Blog This in Windows Live Winter

7 Intermet Optices

Intemet Options

RN

| Genssai | security | Prteacy | Content | Connecsons | Prograns | Adusnce ‘

Parents Confrols

Control the Internet content that can 7',?:'“&7!\!":&7.

- be viewed,

Content Adwvisor

Ratngs help you conirol the Intermet content that can be

vewed on fhes computer
TN

Cersficates

Use cortificates for encrypied connecions and ideriification,

 Cewsststate || coufcates |

AcseComglete

AuteConplete Stornes Deevous enines
on webpages and suggests matches
for you

Feeds and Web Sices

Feeds and Web Sices provide updated

£ oontent Fom webmtes that can be
read n [Internet Explorer and other
Programs.

2
v

o |

Publishers

Settogs |
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Certificates = “‘
Intenced pupase: | <Al =]
Frsoral | Copes Pengle |3 bate Corth hut | Trusted Root Certificatir * |+

T Ty T iy Expratio.., Frandy Nase

112018 <Mones

o) (Bt [
Cartficae inbended pposes
Seaure Emall, Chert Authentcation

Lowem |
Leern more sbout ertficabes

= You will then enter the “Certificate Export Wizard”, just click “Next” to proceed to the next page. Once here you will
be asked what you want to export. You have the choice between exporting the certificate with or without the
“Private Key”, you will always want to export the certificate with the private key so choose the first option.

‘ Certificate Export Wizard =

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on 3 later page.

Do you want to export the private key with the certificate?
@ Yes, export the private key
" No, do not export the prvate key

Leam more about exporting private keys

<Back | text> | | cance

= You will now be presented options for the format to export the certificate in and other options to export with. You
will be exporting the certificate in the PKCS12 (.PFX) format. Tick the "Include all certificates in the certification path if
possible" box, leave all other choices blank.
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17

Certificates can be exported in a variety of fle formats.

Select the format you want to use:
DER encoded binary X.509 {.CER)
Bage-64 encoded X.509 (. CER)

Cryptographsc Message Syntax Standard - PKCS 27 Certificates (.P78)
[ ] jnchude all certificates in the certification path if possible
(@ Personal Information Exchange - PKCS #12 (.PFX)

[ Delete the private key if the export is successful
[7] Expart 3l extended properties
Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

You will now be prompted to specify a password to protect this file. You must choose a password before you can

export the certificate. You should write this password down in the event you need to reinstall the certificate in
another location or client.

Certificate Export Wizard i

To mankan seawity, you must protect the prisste key by usng 8 passwond,

Type arad confirm & password,
Passwaond:

Typa and gorfim passvord fnandatory):

<ok | et | o

Lastly, you will be prompted for the file name and where to export the certificate to. You do not need to specify the

file extension as it will already save in the .pfx format when saving so just browse to the location you wish to save the
certificate to and choose the file name.
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Cartificate Expnrt Wizard E

Fike bn Fxport
Specify the name of the fle you want to export

Fie rame:

C=ks5L Certificates\per sonaloar fcewarp, com l Browise. .. ]

<ooa o> ) (o

[

4

The wizard will now give you a summary of where the certificate is being saved, what format, and whether or not you
are exporting the private key. If this information is correct then click “Finish” and if saved then you will see the
notification stating the “The Export Was Successful”. You are now ready to import and use the certificate.
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Importing Your Certificate into the
lceWarp WebClient

Now that you have the certificate downloaded you can upload this into the Webclient and start using it immediately. We are
only showing the steps to import the certificate into the Icewarp Webclient as there are many tutorials and resources

showing how to do this for Outlook and other Email Clients.

You first need to open a browser and login to your Icewarp Webclient account. Once there go to the [Tools, Options,

Security] tab.

& Dptions e
wai | 14 | Phore | General | Catendar | seusity i
I:url:lﬁmlz:_-irrr-ﬁpal _“ ]
Chmer Eral Expiress On

Upizad Dramingd Hemove
0K Cascel

Now click the “Upload” button so you can upload your certificate. Just browse to the location of your certificate.

8 Select filels) to uplosd by srnail icewerp.c

Lodm|,55Lcm\.uu j &y m
Cerificates | Anti-Spam - Marme . Dete mndified Type k
1 i B .
o . "? Jner::mlurtﬂ:lcnhun.mm.pfx 10V 2000 316 P Permoral 1
Destop

lpinsd

oK

You will now be prompted to enter the password you specified when exporting the certificate. Enter the password
and click “OK”
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s —
Hal | Is | Fome | Gereral | Calendar | Seauity
Certrfcates || Ant-Epem

Chvarusr

0K Canesl

Upload Diosmicad Aesmanie

0K Carcid
=  Aslong as the password was correct the certificate will be imported and you will now see this listed in the Webclient.

You are now ready to sign your email being sent from the Webclient. By signing your email you are sending your public key
for this certificate to all recipients. If you and any recipient exchange keys then you will be able to encrypt all mail being sent
between you. You can only encrypt mail to recipients who have your public key so the message can be decrypted and read.
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Summary

Following the steps outlined in this guide you should have easily created your CSR, chosen the right certificate for your needs,
ordered this certificate, and finally installed the server or personal certificate. From this point forward all communication can
be secured and encrypted to prevent any eavesdropping.

If you have any problems or questions about this please contact support@icewarp.com mailto:support@icewarp.com.


mailto:support@icewarp.com
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